Nagios Event Handlers




Nagios

etwork and System monitoring




States in Nagios

Working normally

Seems a bit broken WARNING

CRITICAL (SOFT)

CRITICAL (HARD)




Event handlers

® UNIX command

® Fires when a host or service changes state




Why Event Handlers!

® (Create trouble ticket

® Update status pages

® Detailed logging




Event Example

Host (www.nznog.org)

ervice (HTTP)
CRIT!
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Event Handler Config

define command {
command_name host_event command
command_line /etc/nagios/event-handler.py --host "$HOSTNAME$" \
--host-state "$HOSTSTATE$" --host-address "$HOSTADDRESS$" \
--output "$OUTPUT$" --type "$STATETYPE$" --host-attempt "$HOSTATTEMPTSS"

}

define command {
command_name service event_command

command_line /etc/nagios/event-handler.py --host "$HOSTNAME$" \
” --host_state."$HOSTSTATE$" --host address "$HOSTADDRESS$" \




Auto-Fix




Auto-Fix Example (1)

® Apache isn’t accepting tcp/80 connections

® Use an ssh key without a passphrase
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ssh —1»~/ ssh/nopassphrase key




Auto-Fix Example (2)

® |JRUN server on Windows has died; again
® Run xvfb to provide a headless X server

° Use rdesktop to Iogln to Wlndows Termlnal
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Auto-Fix Example (3)

® Network utilisation on upstream link is at
80%

® Nagios enters a warning state




Dangers of Auto-Fix

® One server to rule them all

® Could interfere with troubleshooting







